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the value of the foreign-made product, 
subject to the restrictions in § 734.4 of 
the EAR. 

(i) Reexports to Sudan of items con-
trolled by ECCNs 2A994; 3A992.a; 
5A991.f; 5A992; 6A991; 6A998; 7A994; 
8A992.d, .e, .f, and .g; 9A990.a and .b; 
and 9A991.d and .e. In addition, items 
in these ECCNs are not counted as con-
trolled U.S. content for purposes of de-
termining license requirements for 
U.S. parts, components, and materials 
incorporated in foreign-made products. 
However, the export from the United 
States to any destination with knowl-
edge that they will be reexported di-
rectly or indirectly, in whole or in part 
to Sudan is prohibited without a li-
cense. 

(j) Reexports of items controlled by 
NP Column 1 (see Supplement No. 1 to 
part 774 of the EAR) to, among, and 
from countries described in Country 
Group A:4 (see Supplement No. 1 to 
part 740), except: 

(1) Reexports from countries that are 
not identified in Country Group A:1 of 
items that are controlled for NS rea-
sons to destinations in Country Group 
D:1; and 

(2) Reexports to destinations in 
Country Group E:2 and Country Group 
D:2. 

[61 FR 12768, Mar. 25, 1996. Redesignated at 61 
FR 64274, Dec. 4, 1996. Redesignated at 61 FR 
68579, Dec. 30, 1996, and amended at 62 FR 
25458, May 9, 1997; 63 FR 42228, Aug. 7, 1998; 65 
FR 38150, June 19, 2000; 65 FR 60855, Oct. 13, 
2000; 67 FR 10614, Mar. 8, 2002] 

§ 740.17 Encryption commodities and 
software (ENC). 

Subject to the eligibility criteria and 
restrictions described in paragraphs 
(a), (b) and (f) of this section, License 
Exception ENC is available for the ex-
port and reexport of: commodities and 
software controlled by ECCNs 
5A002.a.1, .a.2, .a.5, and .a.6, 5B002, and 
5D002 that do not meet the ‘‘mass mar-
ket’’ criteria of the Cryptography Note 
(Note 3) of Category 5, part 2 (‘‘Infor-
mation Security’’) of the Commerce 
Control List (Supplement No. 1 to part 
774 of the EAR); technology controlled 
by ECCN 5E002; and certain technical 
assistance as described in § 744.9 of the 
EAR. The initial export or reexport of 
an encryption commodity or software 

under paragraphs (b)(2) or (b)(3) of this 
section is subject to a 30 day waiting 
period, as described in paragraph (d)(2) 
of this section. In addition, persons ex-
porting or reexporting under para-
graphs (a), (b)(2) or (b)(3) of this section 
must file the semi-annual reports re-
quired by paragraph (e) of this section. 
Review request procedures for 
encryption items eligible for License 
Exception ENC are described in para-
graph (d) of this section (e.g., for items 
that have not previously been re-
viewed, or for items that have been re-
viewed but for which the cryptographic 
functionality has been changed). See 
§ 742.15(b)(2) of the EAR for similar re-
view procedures for ‘‘mass market’’ 
encryption commodities and software. 

(a) Exports, reexports, and technical as-
sistance to countries listed in Supplement 
No. 3 to this part. This paragraph (a) au-
thorizes export or reexport of items 
controlled under ECCNs 5A002.a.1, .a.2, 
.a.5, or .a.6, 5B002, 5D002, or 5E002, and 
provision of technical assistance de-
scribed in § 744.9 of the EAR, to end- 
users in countries listed in Supplement 
No. 3 to part 740 of the EAR. This para-
graph also authorizes exports or reex-
ports to foreign subsidiaries and offices 
of end-users headquartered in Canada 
or in countries listed in Supplement 
No. 3 to part 740. In addition, the trans-
action must meet the terms of para-
graphs (a)(1), (a)(2), or (a)(3) of this sec-
tion. 

(1) Internal development of new prod-
ucts. No prior review is required for ex-
ports or reexports of U.S. origin 
encryption items or related technical 
assistance under this paragraph (a) to 
private sector end-users that are 
headquartered in Canada or in coun-
tries listed in Supplement No. 3 to part 
740, for internal use for the develop-
ment of new products by those end- 
users and their offices or subsidiaries. 
Any encryption item produced or de-
veloped with an item exported or reex-
ported under this paragraph (a)(1) is 
subject to the EAR and requires review 
and authorization before any sale or re-
transfer outside of the private sector 
end-user that developed it. In this 
paragraph (a)(1), private sector end- 
user means: 

(i) An individual who is not acting on 
behalf of any foreign government; or 
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(ii) A commercial firm (including its 
subsidiary and parent firms, and other 
subsidiaries of the same parent) that is 
not wholly owned by, or otherwise con-
trolled by or acting on behalf of, any 
foreign government. 

(2) Items previously reviewed by the 
U.S. Government. No additional U.S. 
Government review is required under 
this paragraph (a) for export or reex-
port of encryption commodities or soft-
ware or parts or components thereof 
that, prior to October 19, 2000, were au-
thorized for export or reexport under a 
license or Encryption Licensing Ar-
rangement, or were reviewed and au-
thorized for export and reexport to en-
tities other than U.S. subsidiaries 
under License Exception ENC. No addi-
tional U.S. Government review is re-
quired under this paragraph for export 
or reexport of encryption technology 
that, prior to October 19, 2000, was ap-
proved for export or reexport under a 
license or Encryption Licensing Ar-
rangement. 

(3) Other transactions. For any use not 
described in paragraph (a)(1) of this 
section, before you export or reexport 
any item or related technical assist-
ance that has not been previously re-
viewed by the U.S. Government and au-
thorized under this paragraph (a), you 
must submit a review request in ac-
cordance with paragraph (d) of this sec-
tion. 

(b) Exports and reexports to countries 
not listed in supplement No. 3 to this part. 
(1) Encryption items for U.S. subsidiaries. 
This paragraph (b)(1) authorizes export, 
or reexport or items controlled under 
ECCNs 5A002.a.1, .a.2, .a.5, or .a.6, 
5B002, 5D002 or 5E002: 

(i) To any ‘‘U.S. subsidiary’’; and 
(ii) By a U.S. company and its sub-

sidiaries to foreign nationals who are 
employees, contractors or interns of a 
U.S. company or its subsidiaries if the 
items are for internal company use, in-
cluding the development of new prod-
ucts. 

(iii) General restriction. All items pro-
duced or developed with commodities, 
software or technology exported under 
this paragraph (b)(1) are subject to the 
EAR and require review and authoriza-
tion before sale or transfer outside the 
U.S. company and its subsidiaries. 

(2) Encryption commodities and soft-
ware restricted to non-‘‘government end- 
users.’’ This paragraph (b)(2) authorizes 
the export and reexport of items de-
scribed in § 740.17(b)(2)(iii) of the EAR 
that do not provide an ‘‘open cryp-
tographic interface’’ and that are con-
trolled by ECCNs 5A002.a.1, .a.2, .a.5, or 
.a.6, or 5D002 to individuals, commer-
cial firms, and other entities that are 
not ‘‘government end-users’’ and that 
are not located in a country listed in 
Supplement No. 3 to this part. In addi-
tion, the transaction must meet the 
provisions of either § 740.17(b)(2)(i) or 
(ii) of the EAR. 

(i) Commodities and software previously 
reviewed by the U.S. Government. No ad-
ditional U.S. Government review is re-
quired under this paragraph (b)(2) for 
export or reexports of encryption com-
modities or software or parts or compo-
nents thereof that, prior to October 19, 
2000, were authorized for export or re-
export under a license or Encryption 
Licensing Arrangement, or were re-
viewed and authorized for export and 
reexport to entities other than U.S. 
subsidiaries under License Exception 
ENC. 

(ii) Other commodities and software not 
previously reviewed. Before exporting or 
reexporting any item that has not been 
reviewed by the U.S. Government and 
authorized under this paragraph (b)(2), 
you must submit a review request in 
accordance with paragraph (d) of this 
section and wait until 30 days after 
that request is registered (as defined in 
§ 750.4(a)(2) of the EAR) with BIS. Days 
during which the review request is on 
‘‘hold without action’’ status are not 
counted towards fulfilling the 30 day 
waiting period. 

(iii) The encryption commodities, 
software and components eligible for 
export or reexport under this para-
graph (b)(2) (see paragraph (b)(3) of this 
section for commodities, software and 
components not listed in this para-
graph (b)(2)(iii)) are: 

(A) Network infrastructure commod-
ities and software, and parts and com-
ponents thereof (including commod-
ities and software necessary to acti-
vate or enable cryptographic 
functionality in network infrastruc-
ture products) providing secure Wide 
Area Network (WAN), Metropolitan 
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Area Network (MAN), Virtual Private 
Network (VPN), satellite, cellular or 
trunked communications meeting any 
of the following with key lengths ex-
ceeding 64-bits for symmetric algo-
rithms: 

(1) Aggregate encrypted WAN, MAN, 
VPN or backhaul throughput (includes 
communications through wireless net-
work elements such as gateways, mo-
bile switches, controllers, etc.) greater 
than 44 Mbps.; or 

(2) Wire (line), cable or fiber-optic 
WAN, MAN or VPN single-channel 
input data rate exceeding 44 Mbps; or 

(3) Maximum number of concurrent 
encrypted data tunnels or channels ex-
ceeding 250; or 

(4) Air-interface coverage (e.g., 
through base stations, access points to 
mesh networks, bridges, etc.) exceeding 
1,000 meters, where any of the fol-
lowing applies: 

(i) Maximum data rates exceeding 5 
Mbps (at operating ranges beyond 1,000 
meters); or 

(ii) Maximum number of concurrent 
full-duplex voice channels exceeding 30; 
or 

(iii) Substantial support is required 
for installation or use. 

(B) Encryption source code that 
would not be eligible for export or reex-
port under License Exception TSU be-
cause it is not publicly available as 
that term is used in § 740.13(e)(1) of the 
EAR. 

(C) Encryption commodities or soft-
ware that do not provide an ‘‘open 
cryptographic interface’’, but that 
have: 

(1) Been modified or customized for 
government end-user(s) or government 
end-use (e.g. to secure departmental, 
police, state security, or emergency re-
sponse communications); or 

(2) Cryptographic functionality that 
has been modified or customized to 
customer specification; or 

(3) Cryptographic functionality or 
‘‘encryption component’’ (except 
encryption software that would be con-
sidered publicly available, as that term 
is used in § 740.13(e)(1) of the EAR) that 
is user-accessible and can be easily 
changed by the user. 

(D) ‘‘Cryptanalytic items’’; or 

(E) Encryption commodities and soft-
ware that provide functions necessary 
for quantum cryptography; or 

(F) Encryption commodities and soft-
ware that have been modified or cus-
tomized for computers controlled by 
ECCN 4A003. 

(3) Encryption commodities, software 
and components available to both ‘‘gov-
ernment end-users’’ and to non-‘‘govern-
ment end-users’’. This paragraph au-
thorizes export and reexport of com-
modities, software and components 
controlled by ECCNs 5A002.a.1, .a.2, 
.a.5, or .a.6, 5B002, or 5D002. To be eligi-
ble under this paragraph (b)(3) the re-
quirements of paragraphs (b)(3)(i) and 
(b)(3)(ii) must be met. 

(i) The commodities or software must 
not: 

(A) Provide an ‘‘open cryptographic 
interface’’; or 

(B) Be listed in paragraph (b)(2) of 
this section. 

(ii) Review and authorization require-
ment. (A) Commodities and software pre-
viously reviewed by the U.S. Government. 
Encryption commodities, software and 
components reviewed and authorized 
by BIS for export and reexport as ‘‘re-
tail’’ commodities or software under 
this paragraph (b)(3) prior to December 
9, 2004 do not require additional review 
or authorization for export or reexport 
under this paragraph. 

(B) Other commodities and software not 
previously reviewed. Before exporting or 
reexporting any item that has not been 
reviewed by the U.S. Government and 
authorized under this paragraph (b)(3), 
you must submit a review request in 
accordance with paragraph (d) of this 
section and wait until 30 days after 
that request is registered (as defined in 
§ 750.4(a)(2) of the EAR) with BIS. Days 
during which the review request is on 
‘‘hold without action’’ are not counted 
towards fulfilling the 30 day waiting 
period. 

(4) Exemptions from the 30 day waiting 
period and review requirements. (i) Ex-
emptions from the 30 day waiting period. 
Items listed in this paragraph (b)(4)(i) 
may be exported or reexported under 
authority of paragraphs (b)(2) or (b)(3) 
immediately upon filing the review re-
quests required by those paragraphs 
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provided all other requirements for ex-
port or reexport under the paragraph 
being relied upon are met. 

(A) Encryption commodities and soft-
ware (including key management prod-
ucts) with key lengths not exceeding 64 
bits for symmetric algorithms, 1024 
bits for asymmetric key exchange algo-
rithms, and 160 bits for elliptic curve 
algorithms; 

(B) Encryption source code that 
would not be considered publicly avail-
able for export or reexport under Li-
cense Exception TSU, provided that a 
copy of your source code is included in 
the review request to BIS and the ENC 
Encryption Request Coordinator. 

(ii) Exemptions from the review require-
ment. The following products do not re-
quire review under this license excep-
tion, but remain subject to the EAR 
(including all terms and provisions of 
this license exception, and all licensing 
requirements that may apply to a par-
ticular item or transaction for reasons 
other than encryption): 

(A) Commodities and software that 
would not otherwise be controlled 
under Category 5 (telecommunications 
and ‘‘information security’’) of the 
Commerce Control List, but that are 
controlled under ECCN 5A002 or 5D002 
only because they incorporate compo-
nents or software that provide short- 
range wireless encryption functions 
(e.g., with an operating range typically 
not exceeding 100 meters); 

(B) Foreign products developed with 
or incorporating U.S.-origin encryption 
source code, components or toolkits (or 
otherwise designed to operate with 
U.S. products, e.g., via signing), pro-
vided that the U.S.-origin encryption 
items (and related technical assist-
ance, as described in § 744.9 of the EAR) 
have previously been reviewed and au-
thorized by BIS and the cryptographic 
functionality has not been changed. 

(c) Reexports and transfers. U.S. or for-
eign distributors, resellers or other en-
tities who are not original manufactur-
ers of encryption commodities and 
software are permitted to use License 
Exception ENC only in instances where 
the export or reexport meets the appli-
cable terms and conditions of this sec-
tion. Transfers of encryption items 
listed in paragraph (b) of this section 
to government end-users, or for govern-

ment end-uses, within the same coun-
try are prohibited, unless otherwise au-
thorized by license or license excep-
tion. Foreign products developed with 
or incorporating U.S.-origin encryption 
source code, components or toolkits re-
main subject to the EAR, but do not re-
quire review (for encryption reasons) 
by BIS. These products can be exported 
or reexported under License Exception 
ENC without notification and without 
further authorization (for encryption 
reasons) from BIS. Such products in-
clude foreign-developed products that 
are designed to operate with U.S. prod-
ucts through a cryptographic interface. 

(d) Review request procedures. To re-
quest review of your encryption items 
under License Exception ENC (e.g., for 
items that have not previously been re-
viewed, or for items that have been re-
viewed but for which the cryptographic 
functionality has been changed), you 
must submit to BIS and to the ENC 
Encryption Request Coordinator the 
information described in paragraph 
(d)(1) of this section and in paragraphs 
(a) through (e) of Supplement No. 6 to 
part 742 of the EAR (Guidelines for 
Submitting Review Requests for 
Encryption Items). 

(1) Instructions for requesting review. 
Review requests must be submitted on 
Form BIS–748P (Multipurpose Applica-
tion), or its electronic equivalent, as 
described in § 748.3 of the EAR. To en-
sure that your review request is prop-
erly routed, insert the phrase ‘‘License 
Exception ENC’’ in Block 9 (Special 
Purpose) of the paper or electronic ap-
plication. Also, place an ‘‘X’’ in the box 
marked ‘‘Classification Request’’ in 
Block 5 (Type of Application) of Form 
BIS–748P or select ‘‘Commodity Classi-
fication’’ if filing electronically. Nei-
ther the electronic nor paper forms 
provide a separate Block to check for 
the submission of encryption review re-
quests. Failure to properly complete 
these items may delay consideration of 
your review request. Review requests 
that are not submitted electronically 
to BIS should be mailed to the address 
indicated on the BIS–748P form. See 
paragraph (e)(5)(ii) of this section for 
the mailing address for the ENC 
Encryption Request Coordinator. 

(2) Action by BIS. Upon completion of 
its review, BIS will send you written 
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notice of the provisions, if any, of this 
section under which your items may be 
exported or reexported. If BIS has not, 
within 30 days of registration of a com-
plete review request from you, in-
formed you that your item is not au-
thorized for License Exception ENC, 
you may export or reexport under the 
applicable provisions of License Excep-
tion ENC. BIS may hold your review 
request without action if necessary to 
obtain additional information or for 
any other reason necessary to ensure 
an accurate determination with respect 
to ENC eligibility. Time on such ‘‘hold 
without action’’ status shall not be 
counted towards fulfilling the 30 day 
waiting period specified in this para-
graph and in paragraphs (b)(2) and 
(b)(3) of this section. BIS may require 
you to supply additional relevant tech-
nical information about your 
encryption item(s) or information that 
pertains to their eligibility for License 
Exception ENC at any time, before or 
after the expiration of the 30 day wait-
ing period specified in this paragraph 
and in paragraphs (b)(2) and (b)(3) of 
this section. If you do not supply such 
information within 14 days after re-
ceiving a request for it from BIS, BIS 
may return your review request(s) 
without action or otherwise suspend or 
revoke your eligibility to use License 
Exception ENC for that item(s). At 
your request, BIS may grant you up to 
an additional 14 days to provide the re-
quested information. Any request for 
such an additional number of days 
must be made prior to the date by 
which the information was otherwise 
due to be provided to BIS, and may be 
approved if BIS concludes that addi-
tional time is necessary. 

(3) Key length increases. Commodities 
and software that are modified only to 
upgrade the key length used for con-
fidentiality or key exchange algo-
rithms (after having been reviewed and 
authorized for License Exception ENC 
by BIS) may be exported or reexported 
under the previously authorized provi-
sion of License Exception ENC without 
further review, provided: 

(i) The exporter or reexporter cer-
tifies to BIS and the ENC Encryption 
Request Coordinator that no change to 
the encryption functionality has been 
made other than to upgrade the key 

length for confidentiality or key ex-
change algorithms; 

(ii) The certification includes the 
original authorization number issued 
by BIS and the date of issuance; 

(iii) The certification is received by 
BIS and the ENC Encryption Request 
Coordinator before the export or reex-
port of the upgraded product; and 

(iv) The certification is e-mailed to 
crypt@bis.doc.gov and enc@nsa.gov. 

(e) Reporting requirements. (1) Semi-an-
nual reporting requirement. Semi-annual 
reporting is required for exports to all 
destinations other than Canada, and 
for reexports from Canada, under this 
license exception. Certain encryption 
items and transactions are excluded 
from this reporting requirement (see 
paragraph (e)(4) of this section). For in-
structions on how to submit your re-
ports, see paragraph (e)(5) of this sec-
tion. 

(2) General information required. Ex-
porters must include all of the fol-
lowing applicable information in their 
reports: 

(i) For items exported (or reexported 
from Canada) to a distributor or other 
reseller, including subsidiaries of U.S. 
firms, the name and address of the dis-
tributor or reseller, the item and the 
quantity exported or reexported and, if 
collected by the exporter as part of the 
distribution process, the end-user’s 
name and address; 

(ii) For items exported (or reexported 
from Canada) to individual consumers 
through direct sale (provided the trans-
action is not exempted from reporting 
under paragraph (e)(4)(iii) or (e)(4)(iv) 
of this section), the name and address 
of the recipient, the item, and the 
quantity exported; 

(iii) For exports of ECCN 5E002 items 
to be used for technical assistance that 
are not released by § 744.9 of the EAR, 
the name and address of the end-user; 
and 

(iv) For each item, the authorization 
number and the name of the item(s) ex-
ported (or reexported from Canada). 

(3) Information on foreign manufactur-
ers and products that use encryption 
items. For direct sales or transfers, 
under License Exception ENC, of 
encryption components, source code, 
general purpose toolkits, equipment 
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controlled under ECCN 5B002, tech-
nology, or items that provide an ‘‘open 
cryptographic interface’’ to foreign de-
velopers or manufacturers when in-
tended for use in foreign products de-
veloped for commercial sale, you must 
submit the names and addresses of the 
manufacturers using these encryption 
items and, if you know when the prod-
uct is made available for commercial 
sale, a non-proprietary technical de-
scription of the foreign products for 
which these encryption items are being 
used (e.g., brochures, other documenta-
tion, descriptions or other identifiers 
of the final foreign product; the algo-
rithm and key lengths used; general 
programming interfaces to the product, 
if known; any standards or protocols 
that the foreign product adheres to; 
and source code, if available). 

(4) Exclusions from reporting require-
ments. Reporting is not required for the 
following items and transactions: 

(i) Any encryption item exported or 
reexported under paragraph (a)(1) or 
(b)(1) of this section; 

(ii) Encryption commodities or soft-
ware with a symmetric key length not 
exceeding 64 bits; 

(iii) Encryption commodities and 
software authorized under paragraph 
(b)(3) of this section, exported (or reex-
ported from Canada) to individual con-
sumers; 

(iv) Encryption items exported (or re-
exported from Canada) via free and 
anonymous download; 

(v) Encryption items from or to a 
U.S. bank, financial institution or its 
subsidiaries, affiliates, customers or 
contractors for banking or financial 
operations; 

(vi) Items that incorporate compo-
nents limited to providing short-range 
wireless encryption functions; 

(vii) General purpose operating sys-
tems, or desktop applications (e.g., e- 
mail, browsers, games, word proc-
essing, data base, financial applica-
tions or utilities) authorized under 
paragraph (b)(3) of this section; 

(viii) Client Internet appliance and 
client wireless LAN cards; or 

(ix) Foreign products developed by 
bundling or compiling of source code. 

(5) Submission requirements. You must 
submit the reports required under this 
section, semi-annually, to BIS and to 

the ENC Encryption Request Coordi-
nator, unless otherwise provided in this 
paragraph (e)(5). For exports occurring 
between January 1 and June 30, a re-
port is due no later than August 1 of 
that year. For exports occurring be-
tween July 1 and December 31, a report 
is due no later than February 1 the fol-
lowing year. These reports must be 
provided in electronic form. Rec-
ommended file formats for electronic 
submission include spreadsheets, tab-
ular text or structured text. Exporters 
may request other reporting arrange-
ments with BIS to better reflect their 
business models. Reports may be sent 
electronically to BIS at 
crypt@bis.doc.gov and to the ENC 
Encryption Request Coordinator at 
enc@nsa.gov, or disks and CDs con-
taining the reports may be sent to the 
following addresses: 

(i) Department of Commerce, Bureau 
of Industry and Security, Office of Na-
tional Security and Technology Trans-
fer Controls, 14th Street and Pennsyl-
vania Ave., NW., Room 2705, Wash-
ington, DC 20230, Attn: Encryption Re-
ports, and 

(ii) Attn: ENC Encryption Request 
Coordinator, 9800 Savage Road, Suite 
6131, Ft. Meade, MD 20755–6000. 

(f) Restrictions. Notwithstanding any 
language elsewhere in this section, Li-
cense Exception ENC does not author-
ize: 

(1) Any export or reexport of any 
‘‘cryptanalytic item’’ to any ‘‘govern-
ment end-user’’ (as that definition is 
applied to encryption items); or 

(2) Any export or reexport of any 
‘‘open cryptographic interface’’ item to 
any end-user not located in or 
headquartered in Canada or in coun-
tries listed in Supplement No. 3 part 
740 of the EAR; or 

(3) Any export or reexport to, or pro-
vision of any service in any country 
listed in Country Group E:1 in Supple-
ment No. 1 to part 740 of the EAR; or 

(4) Furnishing source code or tech-
nology to any national of a country 
listed in Country Group E:1. 

[67 FR 38862, June 6, 2002, as amended at 68 
FR 35785, June 17, 2003; 69 FR 71360, Dec. 9, 
2004] 
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